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Progress
CTTP models/programmes creation: TLS renewed, updates in the CTTP Model editor 
(modified hardware components, new REST APIs). New/updated training programmes. 

Emulation tool: Definition and design of the second phase of the development. Multiple 
instances of the same scenario, thanks to the use of the Jasima Visualization Tool (JVT) including 
information about the session, scenario, and user id. Active monitoring of the trainees’ activities 
by the emulated components. Trainee’s runtime activities evaluation based on expected traces 
and graph modeling of actual trainee’s traces. All connections converted to HTTPS.

Training and Visualization tools: Improvement of the Training Tool (bug fixes, development in 
the trainees’ scoring method, efficient integration and communication with all other tools). 
Roadmap of the new features to implement in the Jasima Visualization Tool. "Quiz Manager" and 
"Quiz Game" components for "Awareness Quest" quiz game. Design of the CTTP models 
evaluation mechanisms. Updates to the Message Broker (RabbitMQ) level communications 
(exchanges and queues).

Simulation Environment: Improvement of the security of the Simulation tool. Implementation, 
test and support of the Smart Energy pilot. Full integration of the Data Fabrication Platform in the 
overall platform.

Platform Integration and Validation: Second-phase hardening procedures on access protocols 
to the platform’s services. Access of tools and services through HTTPS, TLS and SSH. Enhanced 
JVT-based authentication of trainees’ access to the platform. Two new CTTP 
models/programmes integrated in the platform for the Smart Health and Shipping pilots. 
Preparations underway for the Smart Energy pilot. First successful results on the use of Selenium 
framework for comprehensive platform-level integration and quality assurance testing.

Pilots Implementation and Evaluation: 1st pilot implementation/evaluation phase and training 
sessions. 

Plenary meeting

The 6th THREAT-ARREST plenary meeting was successfully held on June 29th-30th, 2020 
online, because of COVID19 restrictions
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Publicity
✔ Organization of the 2nd MSTEC workshop in 

conjunction with the ESORICS 2020 online 
conference

✔ Establishment of an Innovation Working Group (IWG) 
to facilitate the overall innovation aspects of the 
project

✔ Continuous updates of the social media accounts
✔ STS participated in the 3rd International Conference 

on CyberSecurity4 Maritime – Oil & Gas – Energy 
(CYpBER 2020) and presented the THREAT-
ARREST project and the overall CTTP modelling 
concept.

✔ The THREAT-ARREST partners were involved in 
several discussions and presentations for the 
collaboration between relevant EU projects under the 
umbrella of CONCORDIA and SPIDER.

https://twitter.com/ArrestThreat
https://www.linkedin.com/in/threat-arrest-706485175/
https://www.facebook.com/Threat-Arrest-266454357324031
https://www.youtube.com/watch?v=Nr6wejCKKsI
https://www.threat-arrest.eu/
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